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As one of the window to open the new globe, this Advanced API Security: Securing APIs With OAuth 2.0,
OpenID Connect, JWS, And JWE By Prabath Siriwardena supplies its impressive writing from the writer.
Published in one of the popular authors, this book Advanced API Security: Securing APIs With OAuth 2.0,
OpenID Connect, JWS, And JWE By Prabath Siriwardena turneds into one of the most desired publications
recently. Actually, guide will not matter if that Advanced API Security: Securing APIs With OAuth 2.0,
OpenID Connect, JWS, And JWE By Prabath Siriwardena is a best seller or otherwise. Every book will
certainly always give best resources to get the user all finest.

Review
"Looks like a really good book on API security" - John Musser, Founder, API Science and
ProgrammableWeb, twitter.com/johnmusser/status/503990200708890626

" M i n d  B l o w i n g . . ! "  -  S t e v e  D e g o s s e r i e ,  C o - F o u n d e r ,  m o b i l e  I n c e p t i o n ,
twitter .com/sti i ifff /status/526872050473140224

"Fantastic book. Highly recommended!" - Paul Fremantle, CTO and Co-Founder, WSO2 Inc, 
twitter.com/pzfreo/status/534946965940084736

About the Author
Prabath Siriwardena is the Director of Security Architecture at WSO2 Inc., a company that produces a wide
variety of open source software from data to screen. He is a member of OASIS Identity Metasystem
Interoperability (IMI) TC,OASIS eXtensible Access Control Markup Language (XACML) TC, OASIS
Security Services (SAML) TC, OASIS Identity in the Cloud TC and OASIS Cloud Authorization
(CloudAuthZ) TC. Prabath is also a member of Apache Axis PMC and has spoken at numerous international
conferences including OSCON, ApacheCon, WSO2Con, EIC, IDentity Next and OSDC. He has more than
10 years of industry experience and has worked with many Fortune 100 companies.
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for rock-solid security. The book will explain, in depth, securing APIs from quite traditional HTTP Basic
Authentication to OAuth 2.0 and the standards built around it.
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Most helpful customer reviews

21 of 22 people found the following review helpful.
I think the Author has the potential to provide more / better advanced theory. Possibly in the next release of
the book?
By Paul Fowler
I am not quite as enamored as other people are with the book. I wanted more current practice/theory and less
discussion of legacy standards. I also somewhat felt that by the time Prabath discussed OpenID Connect,
JWT, etc, he had gotten tired of writing and was becoming too cursory and too dependent on examples. I
think the content would have been better if he had started with the current standards since his writing style
showed more enthusiasm to teach/explain in the early chapters. In my opinion, there was too much basic
Apache / Tomcat / WSO2 download and configuration and a little bit too much WSO2 sales.

I really wanted more current practical theory. For example, I ended the book without knowing the best theory
for how to have non-repudiation in today's OAuth 2.0 / OpenID Connect world. I currently suspect one of 2-
3 possibilities involving JWS or OAuth and MAC, etc, but really I didn't get any answers from the book. I
only learned about attribute / properties potentially related to topics such as non-repudiation. That is just one
example where the theory could have been more solid for the inquisitive mind.

Having said all that, it is obvious that Prabath knows his stuff. I am guessing he knows the answers to my
questions. He knows the standards, without a doubt. There is value in the book. For instance, I would buy a
whole book filled with the Pattern's and Practices of Chapter 14.

3 of 4 people found the following review helpful.
By a practitioner for practitioners...
By So cal
This work by Prabath is written by an expert practitioner for those who aspire to become expert practitioners.
This begins by walking the reader through the use of some of the Twitter API. This simple yet practical
exercise sets the tone for the text and provides a back drop for the rest of the book. Filled with hidden gems
like a succinct explanation of perfect forward secrecy and historical facts that one would have to sift through
volumes to discover. In this text Prabath does not waste alot of time with legacy technologies or
administrative fluff. If you have a SOA, DOA, EDA, or API to which you want to add an extensible layer of
protection using Internet Scale utilities then this book will give you a great start.

1 of 2 people found the following review helpful.



Indispensable Guidance for Real-world Implementations
By Dr. Paul Coleman
I comprehensive reference sure to benefit architects and coders alike. If you need more convincing that this
is a must-have refrence book, have a browse through the author's blog entries at (blog.facilelogin.com), an
excellent reference site on its own.

See all 7 customer reviews...
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